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The Halo Security External Attack

Surface Management Platform

See your organization like an attacker

Attackers constantly look for security weak points to exploit. Often,
these are the assets that businesses have forgotten about or lack
complete visibility into. These assets are likely to have weaker defenses,
making them the easiest and fastest to breach.

Halo Security’s attack surface management services help organizations
eliminate the risk of the unknown. Our platform provides a clear,
comprehensive map of web security risks and vulnerabilities across the
organization, prioritizing risk by the severity of the threat. This allows
security teams to quickly identify and remediate the most urgent
issues. Continuous monitoring ensures instant alerts when new

issues arise.

Gain deep visibility into your full attack surface

Our automated discovery solutions identify and
catalog known and unknown domains, hostnames,
and IP addresses exposed to the internet.

Contextualize, search, and categorize assets

The rich data we collect provides the context
needed to understand each asset and
automatically group and categorize them for better
management.

Uncover risks and vulnerabilities

Our agentless vulnerability detection is tuned for
internet-facing assets, detecting known
vulnerabilities (CVEs) and other security gaps.

Measure and eliminate risk

Measure and report on your external risk posture,
prioritizing the issues that matter most for quick
remediation.

Key Features
Continuous Asset Discovery

Agentless External
Vulnerability Scanning

Risk-Based Issue Prioritization

Integrated Manual
Penetration Testing

Customizable Alerting

ivision and Halo bring advanced
security solutions to their client
bases, giving them a competitive
edge against threats. ivision's
unique approach to managed

security includes 24/7/365
coverage to combat real-time
threats, remediate existing gaps,
and monitor the impact of threats
to provide customized protection.
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Discover Halo Security’s suite of attack
surface management services.

Attack Surface Discovery

Using a seed domain, our agentless and recursive discovery engine
reveals forgotten or unknown assets, eliminating blind spots on your
attack surface. Maintain an up-to-date inventory including subdomains,
subnets, alive IPs, alternate TLDs, and connected assets.

Firewall Scanning

Gain insight into exposures on your attack surface and identify areas of
greatest risk. Scan for open ports, services, products, and risky
exposures like SQL databases. Visibility into website and application
hosting helps determine necessary controls and scanning
requirements. DNS record detection identifies third-party platforms,
connected hostnames, and IP addresses.

Website Scanning

Gain deep visibility into your websites and applications. Monitor the
security configurations of your TLS certificates, HTTP security headers,
third-party scripts, cookies, and download to ensure your websites are
protected and properly configured.

Technology Scanning

Detect and catalog the platforms, libraries, software, and systems
running on your external assets. Advanced fingerprinting enables
precise classification and version detection, ensuring your technology is
up to date and accounted for.

Server Scanning

Detect known vulnerabilities and misconfigurations across your
servers. Our constantly updated vulnerability database helps you
identify the latest threats. Critical vulnerabilities are prioritized for
quick remediation.

If you're ready for a new approach to security
testing, contact your ivision rep today.
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What You'll Find

Subdomains & hosts
Alive IPs

Connected domains
Shadow infrastructure

Ports
Services
Products
DNS records

Certificates
Scripts
Cookies

HTTP headers

Third-party software

* JavaScript libraries

Web hosting platform
Firewall services

Known vulnerabilities
Out-of-date software
Missing security patches

© 2024 Halo Security, LLC



